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Supplementary Reading
What is a spam?
(source: http://www.cs.ruu.nl/wais/html/na-dir/net-abuse-faq/spam-faq.html)
Spam is flooding the Internet with many copies of the same message, in an attempt to force the message on people who would not otherwise choose to receive it.  Most spam is commercial advertising, often for dubious products, get-rich-quick schemes, or quasi-legal services. Spam costs the sender very little to send -- most  of the costs are paid for by the recipient or the carriers rather than by the sender.

There are two main types of spam, and they have different effects on Internet users.  cancelable Usenet spam is a single message sent to 20 or more Usenet newsgroups. (Through long experience, Usenet users have found that any message posted to so many newsgroups is often not relevant to most or all of them.)  Usenet spam is aimed at "lurkers", people who read newsgroups but rarely or never post and give their address away. Usenet spam robs users of the utility of the newsgroups by overwhelming them with a barrage of advertising or other irrelevant posts. Furthermore, Usenet spam subverts the ability of system administrators and owners to manage the topics they accept on their systems.

Email spam targets individual users with direct mail messages. Email spam lists are often created by scanning Usenet postings, stealing Internet mailing lists, or searching the Web for addresses. Email spams typically cost users money out-of-pocket to receive. Many people - anyone with measured phone service - read or receive their mail while the meter is running, so to speak. Spam costs them additional money. On top of that, it costs money for ISPs and online services to transmit spam, and these costs are transmitted directly to subscribers.

One particularly nasty variant of email spam is sending spam to mailing lists (public or private email discussion forums.) Because many mailing lists limit activity to their subscribers, spammers will use automated tools to subscribe to as many mailing lists as possible, so that they can grab the lists of addresses, or use the mailing list as a direct target for their attacks. 


Examples of Dealing with Spam:

Ex. 1: reply to sender who does not have enough information regarding the message.

The email you sent is unsolicited. 

If you want to pass important information to our network, it is reasonable

for us to expect a short introduction of who you are and/or your

organization and some information that may help us validate your

information and its source (e.g. website address, email address of the

original source of information). 

Bandwidth is precious resource, especially for people living in developing

countries. We hope you understand our concern for spamming or acts that can

be construed as spamming. We will not pass on information which we

ourselves can not confirm or validate. 

*****************

Ex. 2: reply to sender who sends unsolicited advertisements and promotions 

The email you sent is unsolicited. Please take off our address

<myaddress@domain.name> from your list. Otherwise, we will be forced to take up this situation with your ISP and/or connectivity provider. 

Bandwidth is precious resource, especially for people living in developing countries. We hope you understand our concern for spamming or acts that can be construed as spamming.

---end---
Do’s and Don’t’s





DO NOT reply to SPAM asking to be removed. Many SPAM 


Emails have instructions on how to be removed from the list. If


you respond to these instructions they have a "verified" address


-- an address that is known to go to a real email account. So,


current thinking has it that you will end up on more SPAM lists


rather than being removed. So don't bother. Besides more often than not the address is not a valid address. 





DO report spam to the appropriate ISP. It will take some looking to uncover who the spammer's ISP is. This info is held in the "email-header". Once you find the proper ISP report the


spammer. If no one reports then the ISP can't do anything to


help. 





DO NOT under any circumstance buy any product or use any


service that you learn about through SPAM. If SPAM was not


effective they would stop doing it. And at the moment it is only


marginally effective. If only a few more of us make efforts to be


a little less gullible the SPAM market might fall apart. 





DO reward those merchants and commerce-type folks who


practice nice marketing. Give them a tiny bit more of your


attention and a benefit of the doubt. If we refuse to be aware


until bombarded in our mail box...you do the math
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